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What do YOU do online?

E-mail

Shop

Search

Instant messaging/chat
Social networking

& KU KARSAS

Of course, we all “surf” or browse the web, but what are some of the more
specific activities?

Social networking: blogging, twitter, Facebook, MySpace, etc.




What are the dangers?

« Malicious content
 Phishing/fraudulent e-mails
» Weak security/privacy practices
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Content: Malicious attachments, links, search results, hacked websites,
etc.




Phishing

« E-mail, phone, text message
« Don’t panic!
» Report or ignore

Many types of fraud started offline but found new life on the Internet
Phone scams
Check scams
Text message scams



Phishing

* Phishing/vishing messages
— Use scare tactics/threats
— May “borrow” graphics to look more real
— May use poor English
— Ask for info the business already has
— May be multi-pronged

d KU RARSAS




Phone scams—"vishing”

» Register with the National Do Not Call
registry
— https://www.donotcall.gov/
— Scammers will not honor this list!

— Remain on guard, report scam calls to the
FTC: 1-888-FTC-HELP




Text message scams

* Do you have a mobile phone?

* Do you use it for text messaging?

— Even if you don’t, scammers can still send
messages to your phone

— Disable text service if you don't use it

— NEVER respond to an unsolicited text
message
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Phishing/Vishing

* Don't:
— Call any provided number
— Reply to them via e-mail
— Click any links or fill out any forms
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Phishing/Vishing

* Do...
— Call your bank on a known-good number

— Report the message to your e-mail
provider

— Report the message
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Known-good: from the back of your card or bank statement—NOT from
Google! Search results can be poisoned with fake contact numbers.




419 Scams

« “l am a descendant of royalty...”
— Most common is “fund transfer” scam
— Request bank account numbers
— May also request fees to cover transaction
— Never, EVER respond!
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Ever wondered why you still get these messages? BECAUSE THEY
STILL WORK!

Want to know more? http://www.419eater.com/
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Take the quiz!

* You can follow along! Open Firefox and

go to:

http://www.sonicwall.com/phishing/
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Questions?
V4

?:

€
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What is malware?

e Portmanteau: “malicious” + “software”

* Umbrella term:
— Viruses
—Worms
— Trojans
— Spyware/adware
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Before we jump into e-mail, let’s talk about malware. While e-mail isn’t the
only transmission vector for malware, it is one of the major ways your

computer can get infected.
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What might malware do?

* Malware might...
— Send spam
— Join your computer to a botnet
— Capture your keystrokes
— Attack other computers!
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Malicious Content: E-malll

» Attachments
e Links
« Embedded code
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E-mail: Attachments

* Does your e-mail provider scan for
malware?

« Keep your AV up-to-date
e Cast a wary eye!
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«If your e-mail provider doesn’t scan for malware, you should probably
consider a new provider. KU scans your e-mail for malware, as do many
of the major free vendors like Gmail, Hotmail/MS Live, Yahoo, etc.

*NEVER open unsolicited attachments. Especially keep an eye out for
“official looking” but still unsolicited attachments, like those claiming to
contain tracking numbers or shipping manifests from UPS, FedEx, DHL,
etc.

*Get a file that you think might be suspicious but your AV didn't trigger?
Upload it to www.virusscan.com BEFORE you open it!
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E-mail: Links

» Bad guys know we’re on to them
« Many times, attachments are filtered

* They send links instead!
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B Hey, you have a new Greeting !!! - Message (HTML) E”EJE|
i Fle Edit View Insert Format Tools Actions  Help

} i Reply | ClRephyto Al | G Forvesrd [ S | A | F | (S5 25 X | & - F - A7 gi
From: Greetings, com [Greeting@Greetings. com] Sent: Sun 6/14/2009 11:53 AM
To: ot
el

Subject:  Hey, you have a new Greeting 11!

Hello friend !

You have just received a postcard Greeting from someone who cares about you...

Just click here to receive your Animated Greeting !

Thank you for using Wi . (sreeiings.con services 11!

Please take this opportunity te let your friends hear about us by sending them a postcard from our collection !

B Hey, you have a new Greeting !!! - Message (HTML) E”EJE|
i Fle Edit View Insert Format Tools Actions  Help
} i Reply | ClRephyto Al | G Forvesrd [ S | A | F | (S5 25 X | & - F - A7 -gi

From:  Greetings,com [Greeting®Greetings.com] Sent:  Sun 6/14/2009 11:53 A

To: D

e

Subject:  Hey, you have a new Greeting 11!

Hello friend !

You have just received a postcard Greeting from someone who cares about you...

http:/[195.178.62.xx/Greeting.jpg
Just click hereﬂ'ﬁi’v:m&«:ﬁng!

Thank you for using Wi . (sreeiings.con services 11!

Please take this opportunity te let your friends hear about us by sending them a postcard from our collection !

The file linked to by this malicious spam is part of the Psyme family of
Trojans. Psyme exploits a vulnerability in IE and downloads more malware
that can infect your system.

Want to know how | figured out where that link led? | hovered over it with
my mouse pointer—the yellow box that popped up (called a ToolTip)
showed a very suspect-looking web address.
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Gorgeous Tenaiums - ww CagesByDesign. com - Unitue attractive custom enclosures Request a free calor ez
« Backto Spam | Delete Forever Mot Spam More Actions. v

CNN Alerts: My Custom Alert se:m [«
CNN Alerts to me

CNN.com_YOURE-MAIL ALERTS

Alert Name: My Custom Alert

America athletes hanned
Fri, 8 Aug 2008 14:26:50 +0200

EULL STORY

Gorgeous Tenariums - www CagesByDesign. com - Unique attractive custom enclosures Request a fies color ¢
« Back to Spam | Delete Forever Not Spam More Actions: -

CNN Alerts: My Custom Alert se=m |«
CNN Alerts to me

CNN.com. _YOURE-MAIL ALERTS

Alert Name: My Custormn Alert

America athletes banned ~aE— o
Fri, 8 Aug 2008 14,2550 +0200

Link to mali code!

EULL STORY -

You have agreed to receive this email from CNIN.com as a result of your CNN.com preference setlings
To manage your setings click here
To alter your alert criteria or frequency or to unsubseribe from receiving custom email alerts, click here

You have agreed ta receive this email fram CNN.com as a result of your CN.com preference settings.
Ta manage your settings click here

To alter your alert criteria o frequencTRgLto unsubscribe from receiving custom email alerts, click here
- 4

Cable News Metwork. One CNN Center, Alanta, Georgia 30303
© 2008 Cable News Network.

ATime Wamer Company

All Rights Reserved

Wiew our privacy policy and terms

Reply ¥ Forward

« Backto Spam [ Delete Forever More Actions ¥

Cable News Network. One CNN Center, Atlanta, Georgia I3
© 2008 Cable News Network.
A Time Warner Company

All Rights Resewed %
OK
Wiew our privacy policy and terms.

Reply = Fonward oK.

« Backto Spam [ Delete Forever More Actions ¥

KU KANSAS

The malicious link in this e-mail led the user to a CNN look-alike page
which attempted to download a program named “Adobe_Player.exe” to
the user’s system. If run, this program actually installed what’s known as
“scareware” or “rogue antivirus software.” It tells the user they're infected
with malware and they need to pay $40 for the “pro” version of the
software that can remove said malware. All scareware removes is money

from your pocketbook!
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E-mall providers

* You use KU for work, but what about
personal e-mail?

* You need:
— Spam filtering
— Virus scans
— Storage
o KU KANSAS

http://en.wikipedia.org/wiki/Comparison_of_webmail_providers

Take note of Yahoo, Gmail, and Windows Live Hotmail. Ask your friends
and family who they use for e-mail. Are they satisfied?
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Discussion?
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Web searches

» Careful what you search for!
* Choose your browser wisely

» Use search protection
software

& KU RAREA

McAfee study (news release):
http://newsroom.mcafee.com/article_display.cfm?article_id=3526

McAfee whitepaper: http://us.mcafee.com/en-
us/local/docs/most_dangerous_searchterm_us.pdf

Hackers use SEO (Search Engine Optimization) and SEM (Search Engine
Marketing) techniques to spread their malware (keystroke loggers,
scareware/rogue AV, anything to steal your money)

Average level of risk from web searches: 1.7%

Risky search terms can raise that level of risk: song lyrics (26.3%),
phrases including “free” (21.3%), and screensavers (34.4%)
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Green icon is put there by McAfee SiteAdvisor. http://www.siteadvisor.com (Another good
option is WOT: Web Of Trust)

SAFE (green): Very low or no risk issues. CAUTION (yellow): Minor risk
issues. WARNING (red): Serious risk issues. UNKNOWN (grey): Not yet rated. Use
caution.

McAfee SiteAdvisor rating methodology

Risky downloads—Downloadable files that contain viruses, spyware, or adware or make
unrelated

changes to the downloading computer

» Browser exploits—Also known as a driveby download, this type of malicious code
enables viruses,

keystroke loggers, or spyware to install on a consumer’s computer without consent and/or
knowledge

« Email practices—Registration forms and other sign-ups that result in high volume email,
highly

commercial email or both. We also test for difficultly unsubscribing.

« Phishing—Scam sites that try to trick visitors into believing the site is legitimate

» Excessive popups—Sites that engage in aggressive popup behavior or display large
numbers

of popups
« Linking practices—Sites that aggressively link to other red- or yellow-rated sites
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Surfing Safely

o Use Firefox
« Add plug-ins
— AdBlock Plus
— SiteAdvisor/WOT
— Locationbar?
— NOScript @uwancea

Firefox addons: https://addons.mozilla.org/en-US/firefox/

If you must use Internet Explorer, make sure you're using the latest
version and have enabled the security features. The latest versions of
SiteAdvisor and WOT install themselves in Firefox and IE simultaneously.
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Shop Safely

» Always look for:
— https://
— Closed padlock

 Your CC#is
encrypted in transit

Unfortunately, even though the https means your information is encrypted
in transit, it does NOT mean your information is being stored securely by
the merchant. It is important that you keep an eye on your bank/cc
statements. Some cc companies also have one-time use numbers
available as well as other security features that may help cut down on

fraud.
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What can go wrong?

» Websites can...
— Be crafted to exploit vulnerable software
— Be hacked and serving malware
— Unwittingly push malicious ads

— Provide malware masquerading as wanted
software

Symantec podcast on search engine poisoning:
http://www.symantec.com/podcasts/detail.jsp?podid=sr_search_engine_p
oisoning
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Password Management

 How do | choose a good password?

* Is using the same password for
everything a good idea?

 How do | store multiple passwords?
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Choosing Passwords

* No dictionary words!
 Avoid reusing “high value” passwords
o Complexity + length = better

“Dictionary” in this case includes non-English dictionaries!

ITSO article on crafting good passwords:
http://www.security.ku.edu/docs/doc-viewer.jsp?id=4
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What about secret questions?

* Mother’s maiden name?
* What about your Facebook?
* Make them tough to answer!

Sarah Palin e-mail story—her secret questions were public knowledge
(where did you meet your husband, what is your zip code) and a prankster
answered them with a quick Google search. He reset her password and
published her e-mails...and got into a LOT of trouble.

You don’t have to answer these questions honestly or accurately. In a
moment we’ll talk about a good way to keep these questions safe from
people who might guess their answers.
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Password Utilities

» Windows
— KeePass, PasswordSafe

e Mac OS X
— Keychain (built in), 1Password ($)

KeePass also has a Windows Mobile version. Portable/standalone (for
USB sticks) as well. Password database is compatible with any version of
KeePass. http://keepass.info

All have notes fields where you can store answers to secret questions—
especially handy if you answer them in non-standard ways.

1Password also has an iPhone version.
http://agilewebsolutions.com/products/1Password
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Social Networking

» Facebook, MySpace, LinkedIn, etc...
— Understand and use privacy settings
— Only “friend” people you know

— Information posted here makes you a more
public person!

Tom'’s (http://twitter.com/agentOx0) Facebook Privacy & Security Guide:
http://spylogic.net/downloads/Facebook Privacy _and_Security Guide.pdf




Privacy and You

* You have the right to say no!

— Does that store clerk need your phone
number? Really?

— Why does this form ask for your SSN?

— Are you required to fill out every bit of your
Facebook profile?
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Privacy and You

* Most people won'’t say no:

— A train station survey of 300 office workers
carried out by Infosecurity Europe
researchers in London revealed the
disturbing statistic that 64 per cent would
hand over their office computer passwords
for a bar of chocolate "and a smile".

http://www.theregister.co.uk/2007/04/17/chocolate_password_survey/

“...Just under half of people questioned used the same corporate access
passwords for all their personal web accounts such as online banking,
retailing, and email. Half of respondents felt safe using internet banking
services, but only one fifth could say the same about online retailing.”
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What can | do?

 Want to know a secret?

— You don’t need to be a geek to stay safe
online!
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What can | do?

» Be skeptical and ask questions!
— Did I really win a foreign lottery?

— Does my bank need to be reminded of my
account number?

— Will the software in that ad really make my
computer faster if | click “OK?”

Assert your right to do two things: ask “why?” and say “no!”
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| want to know more!

 Want to know about...

— Keeping your software up to date?
— Configuring your wireless router?
— Avoiding malware?

« Attend “Home Network & Computer

Security!”
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Questions?
bo

2
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Evaluation

* Help us improve!

www.lib.ku.edu/instruction/workshops/
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Contact

Julie C. Fugett, CISSP, CCE
icf@ku.edu
(785)864-9003

http://www.besekure.ku.edu
http://www.security.ku.edu
http://twitter.com/BeSeKUre
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